Yyawmmcs 06 nHpopmaumoHHon 6e30nacHOCTH

C KaXJpIM TOJJOM MOJIOJIC)KU B MHTEPHETE CTAHOBUTHCS OOJIbILE, a NIKOJIBHUKHN OJHU U3 CaMbIX
aKTUBHBIX I0Jb30Baresiel Pynera. Mexay TeM, TOMUMO OIPOMHOTIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeceT U MpolsieMbl. JTa NaMsATKa T0JDKHA TOMOYb TeOe 0€301acHO HaXOAUTHCS B CETH.

KoMmnbiorepHbie BUpychI

KommnbrorepHslil BUPYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX NIPOTrpaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOIl SIBIIIETCS CIOCOOHOCTD K Pa3MHOXKEHHIO.

B nononHeHue kK 3TOMy, BUPYChl MOTYT IMOBPEANUTH WM MOJTHOCTHIO YHUUTOXKUTE Bee (halliibl U
JaHHBIE, TIOAKOHTPOJIbHBIE MTOJIH30BATENI0, OT UMEHH KOTOPOTO OblIa 3ammylleHa 3apaxEHHas
Iporpamma, a TaKe MOBPEIUTh WM 1aK€ YHUUTOKUTh ONEPALIMOHHYIO CUCTEMY CO BCEMH
¢aitnamu B 11esioM. B G0NBIIMHCTBE CIy4aeB pacrpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToas! 3alIUThI OT BPCAOHOCHBIX IIPOrpaMM:

1. Hcnomnp3yit cOBpeMEHHBIE OIIEPaIMOHHBIC CHCTEMbI, HMEIOIIIE CEPbE3HBIN YPOBEHB
3alUTHl OT BPEIOHOCHBIX MTPOTPaMM;

2. TloctosiHHO ycTaHaBiIMBal NayTh (U(POBBIC 3aIUTATKH, KOTOPHIC aBTOMATHYCCKU
YCTaHABIMBAIOTCS C IIENIBIO TIOPAOTKHU MPOTPaMMBbl) U IpyTHe OOHOBJICHHS CBOESH
OTepanMoHHON cucTeMbl. CKaunBail UX TOJBKO C OQHIIMAIBHOTO caiiTa pa3padoTunka
OC. Ecnu cymiecTByeT penuM aBTOMAaTHIECKOr0 OOHOBIICHUS, BKJIFOUH €T0;

3. Palortaii Ha cBOEM KOMITBIOTEpE IO IIPAaBaMH IIOJIL30BATENs, @ HE aJIMHHUCTpATOpa. DTO
HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IPOrPaMM MHCTAJUTMPOBATHCS HA TBOEM
MEePCOHATILHOM KOMITBIOTEPE;

4. Hcnonp3yli aHTUBUPYCHBIE POIPAMMHBIE ITPOYKTHI U3BECTHBIX MPOU3BOAUTEIIEH, C
aBTOMaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub GU3NUECKUN JOCTYH K KOMIIBIOTEPY IS MOCTOPOHHUX JIHIL;

6. Hcnonp3yil BHEITHHE HOCUTENIN MHPOPMAINH, TaKUe Kak (Iemrka, TUCK WiTd (aiii u3
UHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbIBail KOMIIBIOTEPHBIE (aiiiIbl, OIyYSHHbIE U3 HEHAIEKHBIX UCTOUHUKOB. [laxke
Te (ailsbl, KOTOpbIE MPUCIal TBOW 3HAKOMBIN. JIydllle yTOUHU y HEro, OTHPABIISII JIU OH
TeOe ux.

Cern WI-FI

Wi-Fi - aT0 He B TIepeaun TaHHBIX, HE TEXHOJIOTHs, a BCEro JUIh Openy, mapka. Eme B 1991
rojly HUJIepJaHJICcKasi KoMmaHus 3apeructpuponaina opena « WECA», uro 0603Ha4ano
cnoBocoueranne « Wireless Fidelity», koTopbrit mepeBoauTCs Kak «0eCIpOBOIHAS TOUHOCTHY.

Jlo Hamero BpeMeHH JIOILTa Apyrast abOpeBHaTypa, KOTopas SIBISIETCS TAKOH K€ TEXHOJIOTHEH.
Oto abbpeBuatypa « Wi-Fi». Takoe Ha3zBaHHe ObLIO TaHO ¢ HAMEKOM Ha CTaHIApT BHICIIUI
3ByKoBO# TexHuKH Hi-Fi, uTo B mepeBoe 03HavaeT «BBICOKAsI TOUHOCTDY.

Jla, OecTutaTHBIN UHTEPHET-TOCTYN B Kade, OTSIISIX U a3pOIOPTax SIBISICTCS OTIMIHOM
BO3MOKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCTIepThI CUUTAIOT, 4TO 00meaoctymnHbie Wi-Fi
CETU HE ABJISIIOTCA 0E30IIACHBIMU.



Cogertsl 110 Ge30macHOCTH paboTe B 00IIE0CTYHBIX ceTsax Wi-fi:

1.

2.

He nmepenaBaii cBoro imunyto nHpopmaruio uyepe3 odmenoctynubie Wi-Fi cetu. PabGoras
B HUX, XeJlaTeJIbHO HEe BBOJUTH MAPOJIH JJOCTYIIA, JOTUHBI U KaKhe-TO HOMEpa,
Wcnonb3yii 1 0OHOBIISI aHTHBUPYCHBIE TIPOTPAMMBI U OpaHaMayep. TeM caMbIM ThI
obe3omacwHiib ceds OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

[Tpu ucnonszoBannu Wi-Fi otkiroun dyaknuo «O0muit qoctyn K daitiam u
npuHTepam». JlaHHas QyHKUIMS 3aKpbITa 10 YMOIYAHHIO, OTHAKO HEKOTOPbIE
10JIb30BATEIN aKTUBUPYIOT €€ JUIsl yI00CTBa HCIIOJIb30BaHUs B paboTe Uin yueoe;

He ucnionp3yit myomuunsiii WI-FI mis nepenaun TU9HBIX TaHHBIX, HAPUMEP JJI BBIXOAA
B COIL[MAJIbHBIE CETHU WJIU B AJIEKTPOHHYIO MOUTY;

Ucnonb3yii Tonbko 3amuiieHHoe coenqunenue yepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-aapeca BBOAU UMEHHO «https://»;

B MmoGuiibHOM Tenedone otkiaoun Gpynkuuio «lloakmouenue k Wi-Fi aBromatnyeckm».
He nonyckaii aBToMaTHueCKOro MnojKI04YeHus ycTpoiicTa k cetsM Wi-Fi 6e3 TBoero
coruacusi.

CoumnajabHble CeTH

ConuanbHbIe CETH aKTUBHO BXOST B HAIILY ’KHU3Hb, MHOTHE JIIOJIH paOOTAIOT U )KUBYT TaM
MOCTOSTHHO, a B Facebook yke 3apeructpupoBan MIUIITHAP]] YETOBEK, YTO SBISIETCS OJTHOM
CEILMOMU BCEX JKUTEJEH IIIAHETEI.

MHor#ue 1oiIbp30BaTeH He TTOHUMAIOT, 9TO HHPOPMAIHs, pa3MEIICHHAs UMH B COLIMAIBHBIX
CeTsAX, MOXKET ObITh HaliieHa M UCIOJIb30BaHa KEM YIO/IHO, B TOM YHCJIe HE 00s3aTeNIbHO C
OJaruMu HaMepeHUsIMU.

OCHOBHBIE COBETHI IO 0E30MaCHOCTH B COLIMATBHBIX CETAX:

1.

2.

Orpanuyb CIUCOK Apy3eid. Y TeOs B APY3bsIX HE JOKHO ObITh CTy4ailHBIX U
HE3HAKOMBIX JIIOJICH;

3amuiaii CBO0 YacTHYIO *HU3Hb. He yka3biBail mapomnu, TeiaedoHsl, aapeca, 1aTy TBOETO
POXKIEHUS U APYTYIO JUIHYIO WH(GOPMAIHIO. 3TOYMBIIUICHHUKHA MOTYT HUCIIOJIb30BaTh
nake HHGOPMAIIHIO O TOM, KaK Thl U TBOU POJUTEIH TNIAHUPYETE MPOBECTH KAHUKYIIBI;

3amumai cBor penyTaluio - IepPKU €€ B YHCTOTE U 3ajjaBaii cebe BOIpoc: XOTel OBl ThI,
YTOOBI APYrUe MOJIb30BATENN BUJIEIH, YTO ThI 3arpyxkaeib? [logymail, mpexe yem uro-
TO OITyOJIMKOBATh, HAIUCATH U 3aTPY3UTH;

Ecnu TeI roBOpuULIb € JI0ABMHU, KOTOPBIX HE 3HACIB, HE UCIIOJIb3YH CBOE peaibHOE UM U
APYTYIO JUYHYIO HH(POPMALUIO: UMsI, MECTO JKUTEIBCTBA, MECTO yueObl U MpoUee;

W36eraii pazmenienus ¢ororpaduii B IHTEpHETE, IIe THI H300paXKEeH HA MECTHOCTH, 110
KOTOPOH MO>KHO ONPENIEIUTh TBOE MECTOIOJIOKEHNUE;

[Tpu perucrpanuy B COUAIBLHON CETH HEOOXOIUMO UCTIOJIL30BaTh CIIOKHBIE TTAPOIIH,
cocrosiiye U3 OyKB U UG U C KOTHYECTBOM 3HAKOB HE MEHEE §;

Jljig colManbHOM CeTH, MOYThI U JPYTUX CalTOB HEOOXOAMMO UCIOIb30BaTh pa3HbIe
napoiu. Torna eciau Te6s B3IOMAIOT, TO 37I0YMBIIIIEHHUKH M1OJy4aT JOCTYH TOJIBKO K
OJHOMY MECTY, a HE BO BCE Cpasy.



DJIeKTPOHHbBIE IeHbI' |

DJeKTpOHHbIE AEHBIM — 3TO OYEHb YIAOOHBIN CIOCO0 IMiIaTexeil, 0HaKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIU.

BHGKTpOHHLIC JCHBI'Y ITOABHUJIMCH COBCEM HCIAaBHO M1 UMCHHO H3-3a4 5TOI'O BO MHOI'HUX
rocyaapCrBax a0 CUx Iop HE MPOIMMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (QyHKIIMOHHPYIOT M O HUX YK€ MPOIMCAHO B 3aKOHE, TJIE UX Pa3/IeNaioT Ha
HECKOJIbKO BUJIOB — aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3perIaeTcsi MpoBOAUTH oneparu 0e3 HAeHTU(UKAIIH [TOJIb30BaTeNs, a B
HEaHOHMMHBIX UIEHTH()UKALNY 0JIb30BaTeNs ABIseTCA 00s3aTeIbHOM.

Taxoke cienyer pa3nuyarh IEKTPOHHbIE (UATHBIE IEHBI'H (PaBHBI TOCYIAPCTBEHHBIM BaIIOTAM)
U 3JIEKTPOHHBIE HEe(HATHBIE IEHbIU (HE PABHBI FOCYIAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO O€30I1acHOM pa60Te C 3JICKTPOHHBIMU JCHbI'AMU:

1. TlpuBsiku K c4eTy MOOMIIbHBIN TenedoH. ITO caMblil yIOOHBIN M OBICTPBIN CITOCOO
BOCCTAHOBHTH JOCTYH K cuety. [IpuBs3anHbIil TenedoH MOMOXKET, ecliu 3a0y/Ielib CBOM
MJIATEKHBIN MAapOoJIb I 3al/ICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnomnw3yit ogHopazoBsie mapoin. [locne nepexona Ha yCHIICHHYIO aBTOpHU3aLUIO TeOe
y’Ke He OyAeT yrpoaTh ONaCHOCTh KPaXKH MJIM NepexBara IJIaTeKHOTO Mapois;

3. Bri0epu cioxubIi maposb. [IpecTymHrukaM OyeT He MPOCTO yrajaaTh CIOXKHBINA MapOJIb.
HanexxHble mapoau — 3To mapoiu, KOTOphIE CO/IEpKaT HE MEHEe 8 3HAKOB M BKJIHOYAIOT B
ce0s CTPOYHBIE U MPOIMKCHBIE OYKBBI, IIU(PPHI U HECKOIBLKO CHMBOJIOB, TAKHE KaK 3HAK
nomnapa, pyHTa, BOCKIUIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOOM CBOM JIMYHBIE JaHHbIE Ha CaliTaX, KOTOPHIM HE JOBEPSCLIb.
DJIEKTPOHHAs OYTA

DNEeKTPOHHAS TIOYTa — HTO TEXHOJOTHUS U MPEIOCTABIIIEMbIE €10 YCIYTH IO MEPEChUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paCIpeesItoTCsl B KOMIBIOTEPHOM CETH.

OOBIYHO PNIEKTPOHHBIN MMOYTOBBIN SIIKK BBINVISAUT CIEIYIOIIUM 00pa3oM:
UMS_T0JIb30BATENA(@UMS_JIOMEHA.

Taxxe KpOME Mnepeaadu mpocToro TeKCTa, MMECTCA BO3MOKHOCTD IIE€PCaAaBaTh (baﬁHBI.

OcHOBHBIE COBETHI IO 0€30IMacHON paboTe C MEKTPOHHOM IMOYTOM:

1. Hazmo BeIOpaTh MpaBUIIBHBIHN MOYTOBBIN CEPBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OeCIUIaTHBIX TOYTOBBIX CEPBHCOB, OHAKO JIyUIlIe OBEPSTH TEM, KOr'O 3HAEIIb U KTO
IIEPBBIN B PEUTHHIE;



He yka3piBaii B 1M4HOI nouTe auuHyto nHpopmanuio. Hampumep, sydine BoIOpaTh
«My3bIKaNbHBIN _(panat@» min «pok2013» BmecTo «remal3y;

Hcnonp3yil IBYX3TAHYIO aBTOPHU3ALMIO. JTO KOI/ia IOMUMO T1apoJisi Hy>KHO BBOAUTH KO,
npucbuIaeMbliil mo SMS;

Bri6epu ciioxxHbIi maposb. i KaKA0ro MoYTOBOTO SIIKKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY IIapOJIb;

Ecnu ecTh BO3MOXKHOCTD HalMCaTh CaMOMY CBOM JIMYHBIN BOIPOC, UCHIOIB3YH 3Ty
BO3MOYKHOCTD;

Hcnonb3yih HECKOIBKO MOYTOBBIX SIIIMKOB. [1epBbIi /7151 4aCTHOM MEPENUCKHU C
aJjpecaTaMmu, KOTOPBIM Thl JOBEPSCIb. DTO AJIEKTPOHHBIN aipec He HAJI0 UCTIOIb30BaTh
IIPU perucTpanuy Ha GopymMax U CalTax;

He otkpsiBaii (haiinsl u Apyrue BIOKEHUS B MHUCbMax JAa)Ke €CJIM OHH MPHUIILTH OT TBOUX
npy3eit. Jlydine yTodHu y HUX, OTIIPABIISUIN JTH OHH TeOe 3TH (ailibl;

[Tocne okonvyanust pabOTHI HAa TOYTOBOM CEPBHCE TEPE] 3aKPHITHEM BKIIAJIKU C CATOM HE
3a0ynp HaXKaTh Ha «BBIATHY.

Ku6epOyuinHT MM BUPTYaJibHOE H3/1€BaTeIbCTBO

KubepOymuHr — npecneoBaHue COOOEHUSIMH, COIEPKAIIMH OCKOPOJICHUS, arpecCHIo,
3aIyruBaHue; XYJIMTaHCTBO; COLIMAIbBHOE OOMKOTUPOBAHKE C IIOMOIIIBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KNOEPOYIITUHIOM:

1.

He Opocaiics B 60ii. JIyamuii crioco0: MOCOBETOBATHCS KaK CeOSt BECTH U, €CITH HET TOTO,
K KOMY MOXXHO 00paTuThCs, TO BHaUalle YCIOKOUThCA. Eciy Thl HauHeIb OTBEYaTh
OCKOpOJICHHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO €I1e OOJIBIIE Pa30XIKellb KOH(IIUKT;
VYrpagsii cBoeit kubeppernyTaiuei;

AHOHHMMHOCTb B CETH MHHUMas. CYH_ICCTBYIOT CIIOCOOBI BBISICHUTBH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He crout BecTn Xynuranckuii 00pa3 BUPTyasibHOU )U3HH. IHTepHET (hUKCcHpyeT Bce
TBOU JICWCTBUS M COXPAHSIET UX. YAATUTh UX OyJeT KpaifHe 3aTpyIHUTEIbHO;

Coburosiait CBOM BUPTYAJIbHYIO Y€CTh CMOJIONY;

Urnopupyii equHuuHbIi HeratuB. OHOPa30Bble OCKOPOUTENbHbBIE COOOLIEHHUS JTyYllle
urnopupoBatb. OOBIYHO arpeccusi NpeKpamaeTcs Ha Ha4aabHON CTaauu;

ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLMAIBHBIX
CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIPABKH COOOUICHHI C OTpeAeTICHHBIX aJI[pECOB;

Ecnu To1 cBUnETENs KNOEpOyuHra. TBou NeiCTBHS: BBICTYNIUThH TPOTUB
MpeceIoBaTelis, MoKa3aTh €My, 4YTO €ro JACUCTBUS OIIEHUBAIOTCS HETAaTUBHO, MOJIEPKATh
KEPTBY, KOTOPOH HYXHA MCUXOIOTHYECKas MOMOIIb, COOOIIUTH B3POCIbIM O (hakTe
arpecCUBHOTO MOBEJICHUS B CETH.

MoOuabHblii TesegoH



CoBpemeHHbIe cMapTOHBI U TUIAHIIETHI COAEPIKaT B cebe BIIOJIHE B3pOCIbIN (DYHKIIMOHA, U
TeNepb OHU MOTYT KOHKYPUPOBATh CO CTALIMOHAPHBIMU KOMITbrOTEpaMH. OJIHAKO, CPEACTB
3aIIUTHI JUI HOAOOHBIX YCTPOMCTB MOKAa OYEHb MAJIO.

TecTupoBaHue U MOUCK yA3BUMOCTEN B HUX MPOMCXOANUT HE TaK MHTEHCUBHO, Kak 1y 11K, To xe
camoe Kacaercss U MOOMJIbHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOMIIBHBIE Opay3ephl YK€ MPAKTHUECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacirpenue (pyHKIIMOHANA BIEYET 3a COO0M OONBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

,Ha.]'IGKO HE BCC MPOU3BOJUTCIIN BBIITYCKAIOT O6HOBJ'IGHI/I$I, 3aKpPBIBAOIINEC KPUTUUCCKUEC
YA3BUMOCTHU IJIA CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI I 0e30MacHOCTH MOOMIIBHOTO TeJ'IC(l)OHaZ

1. Hwuuyero He sBIseTCS MO-HACTOAIEMY OecraTHBIM. Bynib ocToposkeH, Beb Korya Teoe
IpeuIararoT OeCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TIATHBIE
yCayru;

2. Jlymaii, mpexe ueM oTrpaBuTh SMS, poTo mwimu Buaeo. Tol TOUHO 3HACIIIE, TAC OHH
OyIyT B KOHEYHOM HUTOTE?

3. Heo0xoaumo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(hoHa;
4. Wcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI /17151 MOOUJIBHBIX TeJIC(OHOB;

5. He 3arpyxaii npuiioKeHUsI OT HEU3BECTHOIO UCTOYHHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE IIPOrpaMMHOE 00€CTIeYEeHUE;

6. Ilocne Toro Kak ThI BBIHACIIB C CaliTa, IJie BBOAWII JUYHYIO HHPOPMAIIHIO, 3211 B
HACTpOIKHU Opay3epa u yaaiu cookies;

7. llepnoaudecku MpoBEPsIi, KAKKE IIATHBIC YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOI HOMEP MOOMIIBLHOTO Telle(hOHA TOJIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIIb U KOMY
JOBEPSICILIb;

9. Bluetooth nomkeH OBITH BBIKIIFOUCH, KOT/Ia THI UM HE MOJNb3yelnbes. He 3a0piBaii wHOTIA
MIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI — 3TO KPACOUHBIE, 3aXBaThIBAIOLINE Pa3BIICUEHUs, OObEIUHSIIONINE
COTHHM THICSY YEJIOBEK 10 BceMy MUpY. UTpOKH UCCIEAYIOT NaHHBIH UM MUp, OOIIAIOTCS JPYT C
JPYTOM, BBIMOJHSIOT 3a/1aHUSI, CPAXKAIOTCA C MOHCTPAMU U MOJTy4YarOT OIBIT. 32 yIOBOJIbCTBUE
OHU TIATAT: MOKYMAIOT JAUCK, OTUIAYMBAIOT A00OHEMEHT WJIM IPUOOPETAIOT KaKHEe-TO OILUH.

Bce st CpC€aACTBA UAYT HA ITIOAACPIKAHUC U PA3BUTUC UI'PBI, @ TAKIKC HA CaMy 0C30I1aCHOCTD:
COBCPIICHCTBYIOTCSA CUCTEMBI aBTOPU3allMH, BBIITYCKAIOTCA HOBBIC ITaTYN (HI/I(l)pOBBIC 3alj1aTKu
I HpOFpaMM), 3aKPbIBAOTCA YA3BUMOCTHU CCPBCPOB.

B HO,I[O6HBIX Hurpax CTouT OIlaCaTbCs HE CTOJIbKO CBOUX COIICPHUKOB, CKOJILKO KpaXu TBOCTO
mapoJisad, Ha KOTOPOM OCHOBAaHa CUCTEMA aBTOPpHU3alln OOJIBIITMHCTBA urp.



OCHOBHBIE COBETHI 10 0€30IaCHOCTH TBOCTO HUI'pOBOI'0 aKKayHTa:

1.

2.

Ecnu npyroii urpok Beaet ceds m10Xo UK co3/1aeT Tede HEMPUATHOCTH, 3a0JIOKUPYH €ro
B CIIUCKE UTPOKOB;

[Toxkanyiics aAMMHHUCTpATOpaM UTPHI Ha TUIOXOE MOBEIEHUE ITOTO UTPOKA, JKeIaTeabHO
MIPUWIOKHUTH KaKHE-TO JI0KAa3aTeNIbCTBA B BUJE CKPUHOB;

He ykasbiBaii nuuny0 HHQOpMaLUIo B mpodaiisie urpsl;
VYBaxkail Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeopuIMaabHbIE TATYU U MOJIBI;
Hcnonp3yii c0XHbIE U pa3HbIE 1APOJIY;

Jlaxxe BO BpeMsl UT'PbI HE CTOUT OTKJII0YATh aHTUBUPYC. [Ioka ThI urpaels, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN Kpaxka JUIHBIX JaHHBbIX

OObIuHOM KpaXkel EeHeT W JOKYMEHTOB CETOHS Y’K€ HUKOTO He yUBHfIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIUICHHUKH NIEPEMECTHIINCH B UHTEPHET, U MPOJOJIKAIOT
3aHUMATBCS «TIOOUMBIMY JIETTOM.

Tak nmosiBUIach HOBasl Yrpo3a: HHTEPHET-MOIIEHHUYECTBA WIH (DUIIKHT, TIaBHAs 11E€71b KOTOPOTO
COCTOMT B IOJTy4€HUH KOH(MHUICHINAIBHBIX JAaHHBIX MOIb30BaTeNIe — JIOTMHOB U maposeil. Ha
aHrmiickoM si3bike phishing unraercs kak ¢umumHr (ot fishing — pei6Has nosns, password —
MapoJb).

OcHoBHbIE COBETHI 110 00pbOE ¢ PUITUTHTOM:

1.

Crnenu 3a cBOMM aKKayHTOM. Eciu ThI Mo03peBaciiib, 4T0O TBOSI aHKETa ObLia B3JIOMaHa,
TO HEOOXOUMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak
MOXXHO CKOpEE;

Hcnonp3yii Oe3o1acHbie BeO-CailThl, B TOM YHCJIE, MHTEPHET-Mara3uHOB U MMOMCKOBBIX
CHCTEM;

Ncnonb3yii crnokHbIe U pa3Hbie mapoiu. Takum 00pa3oM, eciu Te0st B3J10MAIOT, TO
3TOYMBIIIIEHHUKY TOMyYaT JOCTYH TOJBKO K OJJHOMY TBOEMY MPO(]UITIO B CETH, a HE KO
BCEM,;

Ecnu Tebs B3nomanu, To HEOOXOAUMO MPEAYIPETUTH BCEX CBOMX 3HAKOMBIX, KOTOPhIE
n00aBNeHbI Y T€0S B IPY3bsX, O TOM, YTO T€Os B3IOMAJIX U, BO3MOXXHO, OT TBOETO HIMEHU
OyZeT paccbuIaThCs CIlaM U CChUTKU Ha (PUIIIMHTOBBIE CAMThI;

YcranoBu HaaexHbIN apoiib (PIN) Ha MoOMIBHBIN TenedoH;
OTkroun coxpaHeHHe mapos B Opaysepe;

He otkpsiBaii (haiinel 1 Apyrue BIOKEHUS B MHUChMaxX JaKe €CJIM OHH MPHUIILTH OT TBOUX
npysei. Jlydine yTouHu y HUX, OTIIPABIISUTH JIU OHU TeOe 3TH daiibl;

Hudposas penyranusi



[Mudposast pernyTanus - 3T0 HeTaTUBHAS WM MO3UTHBHAA HH(POpPMALUS B CETH O TeOe.
KommpomeTrupyromiast uHGopmanus pa3MelleHHas B MHTEPHETE MOXKET CEPbE3HBIM 00pazoM
OTpa3UThCs Ha TBOEH peajbHON KU3HU.

«udposas pemyranus» - 3To TBOM UMUK, KOTOPBIN (popMHpyeTcs U3 nHpOopMaLuu O Tebe B
MHTEpHETE.

TBoe mecTo xuTENBLCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0OCOOCHHOCTHU XapaKTepa U
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApoCTKY JIETKOMBICIEHHO OTHOCSITCS K ITyOJIMKAllUK JTMYHON HH(OopManuu B
WHuTepHeTe, He MOHMMasi BO3MOXKHBIX MOCIIEACTBUM. ThI 1aXke HE CMOJKEIIb JOTaAaThCs O TOM,
qT0 (oTorpadusi, pa3MeIieHHas 5 JIeT Ha3a/, cTana MPUYNHON 0TKa3a NPUHATH TeOs Ha padoTy.

KommenTtapuu, pasMenienue TBoux Gororpaduii u Apyrue NeicTBUS MOTYT HE UCUE3HYTh Jaxe
1ocJie TOro, Kak Thl UX yAadullb. Thl HE 3HaElIb, KTO COXPaHUJ 3Ty HHPOPMAIHIO, 1Tonaja JIx
OHA B IIOMCKOBBIE CUCTEMBI M COXPAaHWIIACH JIU OHA, a TVIABHOE: 4YTO MOJYMAIOT O TeOe
OKpYKarollee JIF0OA1, KOTOpble HalIyT M yBUAAT 3T0. Hailtu uHpOpMaIio MHOTO JeT CIyCTs
CMOXKET JII000H — Kak U3 T0OPBIX MOOYKICHHIA, TaK M C HAMEPEHHUEM TPUUUHHUTD Bpell. DTO
MOXET OBbITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3a1uTe HUGPOBOIl penyTauuu:

1. Tlomymaii, mpexe 4eM 4To-TO MyOJIMKOBATh U MepeiaBaTh y ceds B Oyiore wiu B
COLIMAJIBHOU CETH;

2. B nactpoiikax nmpouis ycTaHOBH OIpaHUYEHMsI Ha IPOCMOTP TBOETO MPO(UIISL U €ro
COJIEPIKUMOT0, CAEJIAN €r0 TOJIBKO «JUIS APY3Eh»;

3. He pa3smemaii u He yka3biBail HHPOPMALIUIO, KOTOPAsk MOXKET KOTro-JIM00 OCKOPOIATH UITH
o0MKaTh

ABTOpCKoOE IPpaBo

CoBpeMeHHbIE TIKOIILHUKH— aKTUBHBIE TTOJIB30BATENN IIUPPOBOTO MpocTpancTBa. OqHAKO
JlalieKo He BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMHU BO3MOXHOCTSAMU IIU(PPOBOTO MHUpa TpedyeT
COOJTIOICHHS TTPAaB HA MHTEIICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMI/IH CHUHTCIJUICKTYaJIbHAA COGCTBGHHOCTB» OTHOCHUTCS K PA3JIMYHBIM TBOPCHUSAM
YEJIOBEYECKOTO YMa, HAaulHasl C HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh
Ha MPOAYKTHI M YCIYTH , U 3aKaHYUBasi KHUTamMu, pororpadusiMu, KHHOPHUIbMaMU U
MY3BIKQTBHBIMH TTPOU3BEICHUSIMH.

ABTOpCKHE IpaBa — 3TO [IpaBa Ha UHTEIIEKTYaIbHYI0 COOCTBEHHOCTh Ha MIPOU3BEICHUS HAYKH,
JIUTEPATypPhl U UCKYCCTBA.

ABTOpCKHE IpaBa BBICTYIAIOT B KAUECTBE FapaHTUU TOT0, YTO MHTEIIEKTYa IbHbBIN/TBOPUECKUI
TPy aBTOpa HE Oy/leT HAaNpacHBIM, JIaCT MY CIpPaBEIIMBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3yspTaTax CBOETO TPYAA, MOJIyYUTh U3BECTHOCTh U MPU3HAHUE.

Hukro Ge3 pazpelieHus aBTopa He MOXKET BOCIIPOM3BOAUTD €r0 MPOU3BEICHHE, PACTIPOCTPAHSATH,
MyOJIMYHO JEeMOHCTPUPOBATH, IPOAABATH, UMIIOPTUPOBATH, ITyCKaTh B MPOKAT, ITyOIUIHO
UCIIOJHSATD, TOKA3bIBAaTh/UCIIONHATH B 3GUpe WK pa3Meniate B UHTepHeTe.



Hcnonp3oBaHue «(IHUPATCKOTO» IMIPOrpaMMHOTI0 o0ecrieYeHUsT MOXKET MMPUBCCTHU K MHOTUM
pUCKaM: OT MMOTEPH JAHHBIX K TBOMUM aKKayHTaM 10 6J'IOKI/IpOBKI/I TBOETO yCTpOﬁCTBa, Trac
yCTaHOBJICHHBIﬁ HC JICTaJIbHAA ITporpamMma. He ctout Takxke 3a6BIBaTB, 4TO CYIICCTBYCT
JIeTaJIbHEBIE U O€CIIJIaTHERIE IMporpaMMmal, KOTOPbIE MOXXHO HaWTH B CETH.

IMamsaTka A5 o0yuaroumxcsi o MHGOPMAIMOHHOI 0e30MaACHOCTH

HEJIb34

1. BceM moaps coo0IaTh CBOIO YacTHYIO HH(opManuio (HacTosmue uMs, pamunuto, TenedoH, aapec,
HOMep IIKOJIBI, a TaKkke (oTorpaduu CBOU, CBOCH CEMBH U JIpy3ei)
2. OTKpBIBaTh BIOXKEHHbIE (ailiIbl IIEKTPOHHON TTOUTHI, KOT/Ia HE 3HACIIH OTIIPABUTEIS

3. TpyOuTH, IPUANPATHCS, OKA3BIBATh JIABJICHIE — BECTH CcOsl HEBSKIIMBO U arpeCCHBHO
4. He pacropspKaics JeHbraMu TBOSH ceMbH 0€3 pa3peIleHUs CTAPIINX — BCETa CIIPAIINBail poauTeseH.

5. He BcTpeyaiics ¢ ¢ MTHTepHeT-3HaKOMBIMU B PeaIbHOM KU3HU - IOCOBETYHCS CO B3POCIBIM, KOTOPOMY
JIOBEpSICITh

OCTOPOXHO

1. He Bce mumryT mpasay. Yuraems o cebe Hempasay B MIHTepHETE — cO00MIIH 00 3TOM CBOUM
POIMTENSIM WIIH OTIEKYHAM.
2. TIPWITAIIAIOT IIEPEIICHBATHCS, HTPATh, 0OMEHUBATHCS — IIPOBEPH, HET JIM ITOIBOXA

3. He3aKOHHOE KomUpoBaHWE (aiioB B IHTepHETE - BOPOBCTBO
4. Bcerga paccKas3bIBail B3pOCIBIM O IIPOOJIEMaX B CETH — OHH BCETIa IIOMOTYT.

5. HCHoNb3yi HACTPOWKU O€30MaCHOCTU U MIPUBATHOCTH, YTOOBI HE MIOTEPATh CBOM AKKAYHTBI B COLICETSIX
U IpyTHX IOpTaax.

MOXHO

[a——

VYBaxkail Ipyrux NoJjab30BaTenei
2. Tonp3yembess MHTEPHET-UCTOUHUKOM — JIeNiail CChUIKY Ha HETO

3. OTkpsIBail TOJIBKO TE€ CCBHUIKH, B KOTOPBIX YBEpCH

4. OOpaimaiics 3a MOMOIIBIO B3POCIBIM — POJUTENH, OTIEKYHbI U aIMUHUCTPAIUS CaliTOB BCEr/a
TIOMOT'YT.



